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_ SC2001

« Goal: Thinly wrap LDAS with standard Grid services &
begin to explore virtual-data aspects
» @Globus Resource Allocation Manager (GRAM)
» GridFTP
» Globus Grid Security Infrastructure (GSI)

- Resources leveraged:
» LDAS at Caltech
» LDAS at UWM

* People:
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LIGO SC2002

« Goal:

* Resources plan to leverage:
» LDAS at Caltech
» Linux cluster at Caltech
» LDAS at UWM
» Linux cluster at UWM
» Linux cluster at UTB
» Linux cluster at ISI
» Linux cluster at NCSA

* People
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LIGO Security: Authentication

- Nature of LIGO Laboratory/LSC makes strong case
for Public Key Infrastructure (PKI)
» Composed of geographically distributed members from existing
sites and instiutions

» Individual, site-specific policies already in place need to be
respected

» Virtual Organization (VO)

» Provides LIGO/LSC scientists with single indentity/credential used
anywhere within LIGO/LSC Grid

- 3 primary pieces of PKI

1. Digital certificates for users, hosts, services
2. Certificate Authority (CA)/Registration Authority (RA)
3. Authentication & Authorization Infrastructure — Globus GSI
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LIGO

Security: Authentication

- Leverage iVDGL work

« Use DOEGrids CA as
LIGO/LSC certificate
authority

LIGO-G020496-00-Z

/3 DOEGrids Certificate Service - Microsoft Internet Explorer

J File Edit Yiew Favorites Tools  Help

J Address @ hitp:f fenana, doegrids. org/

DOEGrids Certificate Service

REGISTRATION
AUTHORITIES

PPDG
FusionGRID
IVDGL
NERSC
PNNL

ANL

LBNL
ORNL
DOESG

ESG

PEER CERTIFICATE
AUTHORITIES

European Data Grid
Cross Grid CA

DOEGrids is funded by the DOE MICS program and operated by ESnet

Welcome

The DOE Grids Certificate Services supports DOE Scientists and
Engineers working on the Computational Grids being deployed around
the wvarld. This service issues Identity Cerificates to individual
subzcribers and Service cerificates for Grid services. Thiz is an
evolving service that will keep pace with the requirements of this
expanding community. ESnet, is actively working with the_ Global Grid
Forum, the European Data Grid and Cross Grid ©4 managers to insure
the service has the widest possible acceptance.

i
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How to Request
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LIGO

Security:

- Leverage iVDGL Registration
Authority (RA)

» LIGO/LSC contribute back to
iVDGL

» Koranda serves as iVDGL RA
Point of Contact and on DOE
PMA

» Use chain of verification for
granting certificates

» Keeps LIGO Laboratory in loop

LIGO-G020496-00-Z

Authentication

a i¥DGL RA: Index - Microsoft Internet Explorer ;Iglll
J File Edit ‘iew Favorites Tools Help | :,'
Jﬁ\ddress I@ hikkp:f e Jsc-group . phys . owm,edufivdgliRa) j Go

Overview and Information iVDG L Reg istration

- Overview

- Certificate request process -
Authority

- How to request a certificate
- How to retrieve a signed certificate
HostIService Certificates

Obtaining Credentials for Authentication and Access

- Howe to request a certificate The iVDGL Registration Authority {(RA) works in conjunction with the

- How to retrieve a signed cerificate DOE Science Grid Certificate Authority (DOEGrids CA) operated

Exporting Certificates From by the ESnet PKI project. All participants in the iVYDGL and its

Browser associated experiments (ATLAS, CM3, LIGO, SDSS5) are invited to

— Exnorting from Netscane request credentials (. 509 certificates) from the DOEGrids CA via
norting P the IVDGL RA.

- Exporting from IE

RO N TR CER VTG REICIITER  Please visit the links to left for more information including details on

- Personal certificates how to request, retrieve, and use certificates signed by the
- Host'Service certificates DOEGrids CA.

- Getting DOEGrids signing

certificate

Revoking Certificates

- Revoke your own certificate
Links and Resources

- Freguently Asked Questions
- DOEGrids CA

- DCEGrids CF and CPS

- DOEGrids CA CRL

- ivDGL

- European DataGrid

- PFPDG

- GriFPhy

Notes for Sponsors

- Processing certificate requests

|»

|@ l_ l_ l_ |O Internet
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LIGO  Adopted at UWM Tier2 Center

/3 Medusa: Connecting With Grid Tools - Microsoft Internet Explorer =10
J File Edit Yew Favorites Tools Help | :,'
J.ﬁ.gdress I@j http: f fu Jsc-group. phys, owm. edufbeawulf fmedusajuser_manualfconnecting_with_grid_tools, htrl j Go
=
Medusa: The 300-Node Beowulf UWMLSC > Beowulf Systems > Medusa

Search the Medusa Web Pages H = =
ISearch by keyword. . GL' ConneCtIng Wlth Grld TOOIS |

This chapter explains how to download, install, and use Grid Computing tools to connect to and interact

Links and Resources with the UWW-LSC cluster Medusa.
- Freguently Asked Qluestions
- Bug Reparting Contents
- T3 Archive
- Medusa-security Mailing List ; Ehe b‘%igs of ﬁri?ggr&p%mgﬂ?ﬁcum\’
_ : . Downloading the rid software
e 3. Installing the LSC Grid software
4. Usingthe Grid Tools
- LDAS Carnp 2002 o Generating a proxy certificate
- LSC Grid Tools o Using the GSl-enabled SSH client
- Becorning & User o Using the GSlenabled FTP client

= Connecting With Grid Tools

- Obtaining LSC Grid Credentials
- Running Codes With Candor
Maintenance

The basics of Grid Computing security

- Adding A User When computing "on the Grid" you use a digital certificate rather than passwords to authenticate to
- Adding An LDAS User resources. Thatis, if you want to login using SSH or connect with FTP or otherwise communicate with a
- Bind Configuration server you prasent a digital certificate instead of typing in a password to prove who you are. Your digital
- Bios Settings certificate serves as your electronic credentials across the entire Grid
- Cloning A Mode ) . - - ) ) .

3 ' Using digital certificates for authentication requires special versions of SSH, FTP, and other tools. These
- DHCR Configuration - . ; ’ e o S

; special versions handle the details of presenting your digital certificate to the servers for authentication.
- Doumeniing Details on how to obtain your own digital certificate and the necessary special tools are found in the
- LDAS Administration sections below.
- RPM Manual
Construction There are three primary advantages to using digital certificates for authentication:

- Benchmarking Results
- Benchmarking Software
|

1. You only need one credential (digital certificate) to authenticate on the Grid. The common and
tronhlesome oractice of havinag different nasswords on many different resources is eliminated I_Iﬂ
3
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LIGO Security: Authorization

- Investigating Globus CAS
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LIGO  |ntegration of PKI into LDAS

» Long term goal
« Both authentication and authorization

- Shortest path is leverage work of LBL team created

python version of Globus

» SWIG wrapping
» Target Tcl rather than python

» Provide Tcl hooks into security (GSI) module first, then others
— Dr. Igor Yashukin begun looking in detail at this path
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LIGO Data Replication to Tier 2 Sites

LDR details...
« Mention nice WAN performance between UWM/CIT

- Mention need for better WAN to MIT, perhaps PSU
(still determining), and UTB
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