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[bookmark: _Toc145929773][bookmark: _Toc161757391]Introduction
This document details how to set the BIOS settings correctly for computers used on front-end systems in aLIGO.
[bookmark: _Toc145929774][bookmark: _Toc161757392]Scope
This document has now been updated to cover the computers used as aLIGO CDS front-end computers from the installation of aLIGO from 2010 through at least 2024.
[bookmark: _Toc145929775][bookmark: _Toc161757393]Overview
The aLIGO front-end systems for real-time control of interferometer elements utilize  commercially available computers from a particular vendor (SuperMicro).  These computers have been chosen because they have sufficient PCIe adapter ports and a BIOS that supports the large number of PCIe ports on the I/O Expansion Chassis that house the ADC, DAC and Binary I/O adapters.  
The control software for each real-time model on a front-end computer runs in a separate core which has been set to ‘idle’ in a patched version of the Linux kernel. To make this work we need to accomplish the following
· Remove hyper-threading so the CPU doesn’t try to run stuff on the idle core, as hyper-threading simulate two cores for every physical core.
· Minimize any system interrupts from hardware, such as USB and Serial Ports, that might get through to the ‘idled’ core.  This is needed on the older machines.
· Prevent the computer from reducing the clock speed on any cores to ‘save power’, etc. We need to have a constant clock speed on every ‘idled’ CPU core.
The following details what the different models of computer are, how to identify them and then how to customize the BIOS settings for each, using sets of screen shots to illustrate the correct settings.
A final reminder to ‘save’ your new BIOS settings. This is the F10 key on the SM X8 and the F4 key on the SM X10, X11 machines. 
[bookmark: _Toc145929776][bookmark: _Toc161757394]aLIGO Front-end Computer Models
These are defined by the SuperMicro (SM) motherboard used. In some cases, a different CPU of the same family may be used, which changes how many cores are available for real-time models. Here we detail the different models in use and how to identify them.
If the Linux operating system is installed on a machine, the motherboard can determined using the ‘dmidecode’ facility, with the specific command string ‘sudo dmidecode -s baseboard-product-name’.  The specific CPU installed can be retrieved with ‘sudo dmidecode -s processor-version’. Examples are shown below:
(diskless)controls@x2susb123:~$ sudo dmidecode -s baseboard-product-name
X11SRL-F
(diskless)controls@x2susb123:~$ sudo dmidecode -s processor-version
Intel(R) Xeon(R) W-2245 CPU @ 3.90GHz
If the operating system is not installed, then physical differences between the chassis and motherboard PCIe slot configurations can be used.
[bookmark: _Toc145929777][bookmark: _Toc161757395]SM X8DTU
The original front-end computers purchased by the Advanced LIGO project and delivered to the LIGO LAB had the SuperMicro X8DTU motherboard, as shown.
(diskless)controls@x2seiex:~$ sudo dmidecode -s baseboard-product-name
X8DTU
(diskless)controls@x2seiex:~$ sudo dmidecode -s processor-version
Intel(R) Xeon(R) CPU           X5680  @ 3.33GHz     
These were equipped with at least one Intel Xeon X5680 CPU which provided 6 cores in each CPU. A few machines at each site were equipped with two such X5680 CPU and so had 12 cores in a machine.
These machines can be identified by the horizontal full-height PCIe slots on the rear of the chassis.  These were from PCIe riser cards.  Some riser cards had 3 slots and supports PCIe Gen2 bus speeds (5 Gb/s), and some had 4 slots but only supported PCIe Gen1 bus speeds (2.5 Gb/s).  Both were adequate from the PCIe Gen1 expansion motherboards in the external I/O chassis used at that time, as well as other adapters.
[bookmark: _Toc145929778][bookmark: _Toc161757396]SM X9SRL-F
In 2015, some new front-end computers were purchased.  These had a different motherboard (SuperMicro X9SRL-F), and more powerful Intel Xeon E5-2690 v2 CPUs which provided 10 cores per machine. These, of course, came with a new BIOS.  
controls@x2hypervisor1:~$ sudo dmidecode -s baseboard-product-name
X9SRL-F
controls@x2hypervisor1:~$ sudo dmidecode -s processor-version
Intel(R) Xeon(R) CPU E5-2690 v2 @ 3.00GHz
These machines can be identified by the vertical half-height PCIe slots on the rear of the chassis and, in particular, the extra deep chassis of these machines.
They were deployed for observing runs O1 and O2 on LSC and SUS QUAD front-ends.  However, despite much work with the BIOS settings and adapter slot placements, we still had a rate of system interrupts of the idled cores that was non-zero. There were retired from service before the O3 run, being replaced by SM X10SRi-F machines.
[bookmark: _Toc145929779][bookmark: _Toc161757397]SM X10SRi-F
In 2017, a new generation of motherboards and CPUs were qualified for the real-time front-end software and operating systems.  These had the X10SRi-F motherboards, as shown:
(diskless)controls@x2lsc0:~$ sudo dmidecode -s baseboard-product-name
X10SRi-F
These came with one of two different CPUs, as shown below:
(diskless)controls@x2psl0:~$ sudo dmidecode -s processor-version
Intel(R) Xeon(R) CPU E5-1650 v4 @ 3.60GHz
(diskless)controls@x2lsc0:~$ sudo dmidecode -s processor-version
Intel(R) Xeon(R) CPU E5-1660 v4 @ 3.20GHz
The initial purchases were of the E5-1650 v4, which has 6 cores per CPU. Later purchases had the E5-1660 v4, which has 8 cores per CPU. Some of these were installed before the O3 run.
These can be partially identified by the vertical half-height PCIe slots on the rear of the chassis, as well as having shorter-depth chassis that match the original X8DTU.  A final determination can be found by opening the chassis cover and examining the motherboard, which has an uninterrupted string of PCIe connectors at the rear (which differs from the X11SRL-F motherboards).
[bookmark: _Toc145929780][bookmark: _Toc161757398] SM X11SRL-F
In 2019, an even newer motherboard and CPU were also qualified for the real-time front-end software and operating systems.  These had the X11SRL-F motherboards and Xeon W-2245 CPUs, as shown:
(diskless)controls@x2susb123:~$ sudo dmidecode -s baseboard-product-name
X11SRL-F
(diskless)controls@x2susb123:~$ sudo dmidecode -s processor-version
Intel(R) Xeon(R) W-2245 CPU @ 3.90GHz
The W-2245 CPU has 8 cores.
These can be partially identified by the vertical half-height PCIe slots on the rear of the chassis, as well as having shorter-depth chassis that match the original X8DTU.  A final determination can be found by opening the chassis cover and examining the motherboard, which has an interruption at slot 5 of the PCIe connectors at the rear for a possible M2 SSD installation (which differs from the X10SRi-F motherboards).
[bookmark: _Toc145929781][bookmark: _Toc161757399]SM X12SPL-F
In 2023, another motherboard and CPU were qualified for the real-time front-end software and operating systems.  These had the X12SPL-F motherboards and Xeon W-3323 CPUs, as shown:
(diskless)controls@x2lsc0:~$ sudo dmidecode -s baseboard-product-name
X12SPL-F
(diskless)controls@x2lsc0:~$ sudo dmidecode -s processor-version
Intel(R) Xeon(R) W-3323 CPU @ 3.50GHz
The W-3323 CPU has 12 cores.
These can be partially identified by the vertical half-height PCIe slots on the rear of the chassis, as well as having shorter-depth chassis that match the original X8DTU.  A final determination can be found by opening the chassis cover and examining the motherboard, which has a full 7 PCIe connectors as the rear, unlike the X10 and X11 motherboards that only have 6 PCIe connectors.
[bookmark: _Toc145929782][bookmark: _Toc161757400]SM X8DTU BIOS settings
IMPORTANT: Before working on this, make sure that the KVM (Keyboard, Video, Mouse) adapter being used (or separate keyboard and mouse) is using the PS/2 ports on the X8DTU motherboard computer.  This is needed because one of the BIOS customizations is to disable the USB ports.
[bookmark: _Toc145929783][bookmark: _Toc161757401]Determining the BIOS version
Once the BIOS version is known, we can customize the settings. The DEL key during boot-up will gain access to the BIOS settings screens.
As the SM X8DTU front-end computers were acquired over a period of time, the BIOS versions are not presently identical on all computers.  The first step is to identify the BIOS version using the boot-up splash screen.  The following shows screen shots to help with that identification.
[bookmark: _Toc145929784][bookmark: _Toc161757402]BIOS rev 2.0 
This revision is dated 5/28/10 and is on the earliest front-end computers (the bulk of the L1 front-ends).  Here is a screen shot
[image: ]
There is a later V2.0a revision that appears to follow this same setup.


[bookmark: _Toc145929785][bookmark: _Toc161757403]BIOS rev 2.0c
This revision is dated 1/05/11.  These are from a later purchase (the bulk of H1 front-ends)
[image: ]


[bookmark: _Toc145929786][bookmark: _Toc161757404]BIOS Settings
One can start by setting to good defaults using ‘Reset BIOS to safe defaults’ feature.
After that, we only need to change settings on a few screens, as detailed below.  Note that the SuperIO screen is somewhat different for the two BIOS versions.
[bookmark: _Toc145929787][bookmark: _Toc161757405]BIOS Advanced screen
One the BIOS Advanced screen, we disable nearly everything, except Active Processor Cores and MPS ordering.  In particular, the Simultaneous Multi-Threading is disabled to turn off hyperthreading.
[image: ]

[bookmark: _Toc145929788][bookmark: _Toc161757406]BIOS Advanced South Bridge screen
On the BIOS Advanced South Bridge screen, we disable the USB functions.  This is why we use the PS/2 ports for the KVM connection.  However we leave the USB 2.0 Controller enabled.
[image: ]

[bookmark: _Toc145929789][bookmark: _Toc161757407]BIOS Advanced IDE/SATA screen
The BIOS Advanced IDE / SATA screen is different for the two versions.
[bookmark: _Toc145929790][bookmark: _Toc161757408]IDE/SATA screen for Rev 2.0
For Rev 2.0, the screen can stay as is, with SATA#1 as AHCI
[image: ]

[bookmark: _Toc145929791][bookmark: _Toc161757409]IDE/SATA screen for Rev 2.0c
For Rev 2.0c, we disable the SATA#1 and SATA#2 configurations as we are diskless.
[image: ]

[bookmark: _Toc145929792][bookmark: _Toc161757410]BIOS Advanced SuperIO screen
The BIOS Advanced SuperIO screen is different for the two versions.
[bookmark: _Toc145929793][bookmark: _Toc161757411]SuperIO for BIOS V2.0
For BIOS version V2.0, we need to leave the COM ports active or the PXE boot feature will not work.
[image: ]

[bookmark: _Toc145929794][bookmark: _Toc161757412]SuperIO for BIOS V2.0c
For BIOS version V2.0c, we can turn the COM ports off
[image: ]

[bookmark: _Toc145929795][bookmark: _Toc161757413]BIOS Advanced Hardware Health screen
On the Advanced Hardware Health screen, we set the Fan Speed Control Mode to Full Speed to maximize cooling.
[image: ]

[bookmark: _Toc145929796][bookmark: _Toc161757414]BIOS IPMI LAN Configuration
On the IPMI LAN Configuration screen, we change it from DHCP to Static. We then set a fixed IP that puts in on the Admin LAN. This also prevents the IPMI board from attempting to send DHCP request broadcasts out all the other Ethernet ports.
[image: ]

[bookmark: _Toc145929797][bookmark: _Toc161757415]SM X10SRi-F BIOS Settings
For these more powerful machines, we no longer have to resort to PS/2 ports (which is a good thing as they don’t have any).  Instead one has to use a USB KVM adapter, or USB keyboard and mouse.
IMPORTANT:  Do this work before inserting a Dolphin IXH611 adapter.  If that adapter is set with a large (1024MB or greater) pre-fetch mem size as configured for the DAQ computers, then the BIOS will never get out of the PCIe Enumeration step.  The smaller pre-fetch mem size for front-end computer operation should not cause this issue, but it may be uncertain how an existing IXH611 adapter is set, as both are used in front-end and DAQ computers.
[bookmark: _Toc145929798][bookmark: _Toc161757416]Determining the BIOS version
This can be seen on the top-level BIOS screen, accessed by pushing the DEL button when prompted. Note that it will take some time for the BIOS on boot-up to reach the screen that will respond to this.
In this case, the BIOS is 3.1c.  You can also verify the motherboard and processor here.  The BIOS screens differ slightly between versions, but it doesn’t change the few settings we need to modify.
[image: A picture containing graphical user interface
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[bookmark: _Toc145929799][bookmark: _Toc161757417]BIOS CPU Configuration screen
Use the keyboard arrow or mouse to move to Advanced, then select CPU Configuration from the list.  That will bring up the following screen, which finally shows the CPU Version.
We want to set ‘Hyper-Threading (ALL)’ to [Disable].  
[image: A picture containing graphical user interface
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[bookmark: _Toc145929800][bookmark: _Toc161757418]BIOS Advanced Power Management Configuration screen
On the CPU Configuration screen, move down to the Advanced Power Management Configuration list item and use the arrow key to enter it.  
On this screen we want to disable everything that could slow down the CPU clock. So we set Power Technology to [Disable], Energy Performance Tuning to [Disable], Energy Performance BIAS setting to [Performance] and Energy Efficient Turbo to [Disable].
After this we can go back to the Advanced screen.
[image: Text
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[bookmark: _Toc145929801][bookmark: _Toc161757419]BIOS PCIe Configuration screen
From the Advanced screen, move down to the PCIe/.. Configuration list item and use the arrow key to enter that screen.
On this screen we want to set ‘Above 4G Decoding’ to [Enabled] so we can use the Dolphin IX and PX RFM cards in their various configurations.
[image: A picture containing text
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[bookmark: _Toc145929802][bookmark: _Toc161757420]BIOS IPMI LAN Configuration
Use the ESC key to go back to the top-level BIOS screen, then navigate to IPMI.  On the IPMI screen, move to ‘BMC Network Configuration’ list item and use arrow key to select it.  On this BMC Network Configuration screen, On the IPMI LAN Configuration screen, we first change Update IPMI LAN configuration to [Yes]. Then move to the Configuration Address Source and change to ‘Static’. This will prevent the IPMI board from attempting to send DHCP request out all the other ports.  Then set Station IP Address, Subnet Mask and Gateway IP Address to put it on the local CDS Admin LAN. 
We also set IPV6 Support to [Disabled].
[image: A picture containing text
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[bookmark: _Toc145929803][bookmark: _Toc161757421]SM X11SRL-F BIOS Settings
As with the X10 motherboards, we no longer have to resort to PS/2 ports so we use a USB KVM adapter, or USB keyboard and mouse. 
IMPORTANT:  Do this work before inserting a Dolphin PXH830 adapter.  If that adapter is present and the BIOS version is too old (see below), then the BIOS will never get out of the PCIe Enumeration step.
[bookmark: _Toc145929804][bookmark: _Toc161757422]Determining the BIOS version
This can be seen on the top-level BIOS screen, accessed by pushing the DEL button when prompted. Note that it will take some time for the BIOS on boot-up to reach the screen that will respond to this.
In this case, the BIOS is 2.1.  You can also verify the motherboard here.  
[image: A picture containing text
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[bookmark: _Toc145929805][bookmark: _Toc161757423]Upgrade BIOS to at least version 2.1
Some of the early purchases of such machines came with older BIOS versions.  In testing at LIGO LAB, we found that if a Dolphin PXH830 adapter was plugged in, the boot process would never get past PCIe Bus Enumeration.  The fix was to upgrade to any BIOS release equal to or greater than 2.1.  The procedure won’t be detailed here, but requires downloading the update from the vendor, putting it on a USB Flash drive, then use the Built-in UEFI Shell of the BIOS to install the update.  Note that after such an update all your BIOS settings (except for IPMI) will be reset.
[bookmark: _Toc145929806][bookmark: _Toc161757424]BIOS CPU Configuration screen
From the top-level screen, select Advanced and then CPU Configuration from the list.  This will bring up the following screen, which finally shows you the Processor version.
Again we want to set ‘Hyper-Threading [ALL]’ to [Disabled], then go down to Advanced Power Management Configuration.
[image: A picture containing graphical user interface
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[bookmark: _Toc145929807][bookmark: _Toc161757425]BIOS Advanced Power Management Configuration screen
When this is selected on the CPU Configuration screen, the following screen comes up. 
Navigation can be done with the arrow keys, this section will enter all 4 of these menus and change/verify settings. Start by hitting enter with the first item highlighted, and once you make the required changes (if any), press <ESC> to return to this menu.
[image: Text
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[bookmark: _Toc145929808][bookmark: _Toc161757426]CPU P State Control Screen
On the CPU P State Control screen, we want to set SpeedStep (Pstates) to [Disabled].  This typically greys out a lot of other options, as below.  Then go back to the previous screen
[image: A picture containing graphical user interface
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[bookmark: _Toc161757427]Hardware PM State Control Screen
Verify that the Hardware P-States are [Disabled].
[image: ]



[bookmark: _Toc145929809][bookmark: _Toc161757428]CPU C State Control Screen
On this screen, the “Autonomous Core C-State” should be [Disabled], and the “Enhanced Halt State (C1E)” should also be set to disabled. 
[image: ]


[bookmark: _Toc161757429]Package C State Control Screen
Lock the “Package C State” to the [C0/C1 state] setting. Now you can return to the top-level BIOS screen.
[image: ]

[bookmark: _Toc145929810][bookmark: _Toc161757430]BIOS PCIe Configuration screen
From the Advanced screen, go to the PCIe Configuration list item and use the arrow key to enter it.  This will bring up the following screen.
Typically, ‘Above 4G Decoding’ is set to [Enabled] by default.  If is it not, set it to [Enabled]. You can the go back to the top-level BIOS screen.
[image: A picture containing timeline
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[bookmark: _Toc145929811][bookmark: _Toc161757431]BIOS IPMI Configuration screen
Use the ESC key to go back to the top-level BIOS screen, then navigate to IPMI.  On the IPMI screen, move to ‘BMC Network Configuration’ list item and use arrow key to select it.  On this BMC Network Configuration screen, On the IPMI LAN Configuration screen, we first change Update IPMI LAN configuration to [Yes]. Then move to the Configuration Address Source and change to ‘Static’. This will prevent the IPMI board from attempting to send DHCP request out all the other ports.  Then set Station IP Address, Subnet Mask and Gateway IP Address to put it on the local CDS Admin LAN. 
We also set IPV6 Support to [Disabled].
[image: A picture containing table
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[bookmark: _Toc145929812]

[bookmark: _Toc161757432]SM X12SPL-F BIOS Settings
As with the X10,X11 motherboards, we no longer have to resort to PS/2 ports so we use a USB KVM adapter, or USB keyboard and mouse. 
[bookmark: _Toc145929813][bookmark: _Toc161757433]Determining the BIOS version
This can be seen on the top-level BIOS screen, accessed by pushing the DEL button when prompted. Note that it will take some time for the BIOS on boot-up to reach the screen that will respond to this.
In this case, the BIOS is 1.4.  You can also verify the motherboard here.  
[image: A screenshot of a computer
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[bookmark: _Toc145929814][bookmark: _Toc161757434]BIOS CPU Configuration screen
From the top-level screen, select Advanced and then CPU Configuration from the list.  This will bring up the following screen, which finally shows you the Processor version.
Again we want to set ‘Hyper-Threading [ALL]’ to [Disabled], then go down to Advanced Power Management Configuration.
[image: A computer screen shot of a computer
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[bookmark: _Toc145929815][bookmark: _Toc161757435]BIOS Advanced Power Management Configuration screen
When this is selected on the CPU Configuration screen, the following screen comes up. We need to configure the machine to have its power settings controlled by the BIOS and lock everything out at maximum frequencies to prevent CPU cores from being throttled down when the real-time system isolates them. 
[image: ]Configure the “Power Technology” setting to [Custom], the “Power Performance Tuning” to [BIOS Controls EBP] and “ENERGY_PERF_BIAS_CFG Mode” to [Maximum Performance] as pictured above. 
After that is done, we will go down into each of the sub-menus on the above page and verify/set the needed parameters. 


[bookmark: _Toc145929816][bookmark: _Toc161757436]CPU P State Control Screen
On the P State Control screen, we want to set SpeedStep (Pstates) to [Disable]. Then go back to the previous screen
[image: A screenshot of a computer
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[bookmark: _Toc161757437]Hardware PM State Controller Screen
Set the “Hardware P-States” to [Disable].
[image: ]


[bookmark: _Toc161757438]Frequency Prioritization Screen
The RAPL Prioritization setting should be [Disable].
[image: ]



[bookmark: _Toc161757439][bookmark: _Toc145929817]CPU C State Control Screen
On this screen, “Enable Monitor MWAIT” should be [Disable], CPU C6 Report [Enable] and “Enhanced Halt State (C1E) should be [Disable].
[image: ]


[bookmark: _Toc161757440]Package C State Control Screen
The Package C State should be set to [C0/C1 state].
[image: ]


[bookmark: _Toc161757441]CPU T State Control Screen
Software Controlled T-States should be [Disable]. Now you can return to the top-level BIOS screen.
[image: ]

[bookmark: _Toc145929818][bookmark: _Toc161757442]BIOS PCIe Configuration screen
From the Advanced screen, go to the PCIe Configuration list item and use the arrow key to enter it.  This will bring up the following screen.
Typically, ‘Above 4G Decoding’ is set to [Enabled] by default.  If is it not, set it to [Enabled]. You can the go back to the top-level BIOS screen.
[image: A screenshot of a computer
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